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Predatory Conferences are Cybercrimes: Be Careful What You

Sign up for!

Sue Turale

Abstract: Today, there are many scams on the internet, including predatory publishing,
predatory journals and predatory conferences. These fraudulent activities are a form of
cybercrime and cause reputational damage to science and scientists in many disciplines.
These activities also threaten the integrity of modern health care and scholarship. In this
paper, the scamming associated with predatory conferences is discussed. An email is the
most typical way researchers are asked to sign up for a predatory conference.

Nurses, midwives and others are warned of the potential for lost funds, time, effort
and emotional investment if they invest in a non-existent conference or one of low
quality. Vigilance is needed by experienced scholars and clinicians, as well as early career
researchers and graduate students, to try to detect when conferences are not what they
seem. Suggestions are given here to try to determine if the conference is predatory.
Understanding the extent of predatory conferences and evidencing clear strategies to
reduce the likelihood of being scammed are much needed. While many papers are
published about this problem, there is a lack of research, and this is an opportunity for nurses
and midwives to consider for their next project. Action is clearly needed to reduce or
eliminate these scams, and individuals and groups affected by predatory conferences need
to report this to their institutions who must refer the matter to law enforcement agencies.
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Introduction

In this editorial, I want to caution readers about
predatory conferences. Some of you might have heard
of predatory journals or predatory publishing; the former
is where authors are encouraged by email to submit
their papers to dubious journals. These predatory
journals make promises of fast peer review and
publication in what seems at face value to be a
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reputable online journal. However, after acceptance,
many unsuspecting authors receive an email asking
for large sums of money to cover publishing costs.
Here I want to focus on predatory conferences
since these are of great concern to science, like predatory
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journals and other forms of predatory publishing.
Unfortunately, many nurses and midwives, as well as
other disciplines around the world, do not know of
these fraudulent activities. Simply defined, predatory
means preying on something or hunting or stalking.
One of the definitions given by the Cambridge Dictionary
is that “a predatory person tries to get things from
other people in a way that is unfair.”" In other words,
for little effort, predatory conference organizers work
to get people to sign up and pay for attendance at bogus
conferences, no matter the quality of submitted abstracts
or presentations. These organizers are cybercriminals,
and their online activity has been ongoing for at least
two decades.

Background and context

Conferences are important to academics,
researchers, clinicians and other groups wanting to
network and collaborate to extend knowledge and
practice nationally or internationally. Unfortunately,
too often, I have heard of colleagues or graduate
students being so happy to have received invitations
to conferences, and sometimes these prove to be predatory.
Sometimes it has been too late for me to warn them
to do their homework about the invitation because
they have already paid out money which can never be
retrieved. More on that later.

I agree with these authors, who have done an
excellent systematic review of the literature about
predatory conferences and predatory journals:

“Predatory publishers or specialized conference
groups organize them, they have the common
goal of profit-making and no interest in
advancing the frontiers of science and knowledge.
The predatory conferences use WebCrawler to
Iocate information of authors, potential attendees

. . 2,pl76
from the journals’ websites.” "

Over the years, I have had many papers published

in journals and elsewhere and presented at conferences,
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and this information is readily available on the internet
with my email address. It is from these that the
fraudsters have taken details about me. In my experience,
the process of their “predatory” behavior often follows
a similar approach. Emails often appear in my inbox
with effusive greetings, trying to flatter me on my
publication or presentation and inviting me to present
a paper at a conference. Before I became very wise to
these emails and just deleted them, I often looked at
the conference’s website. At one stage, I was once
nearly on the point of paying for attendance at one of
these conferences but saved the money after discussing
the veracity of the matter with a colleague. Now these
emails and home pages of the conferences ring alarm
bells for me. But for others, predatory conferences do
not raise suspicions or may not be easy to identify.

Experiences of colleagues

Two of my colleagues signed up for what turned
out to be a predatory conference in Tokyo. They had
spent a lot of money on international travel, accommodation
and conference fees and arrived at the conference venue
to find a room had been booked. But no organizers
were in attendance, and nothing had been organized
for a conference. So, they and other attendees decided
to organize their conference! Another colleague arrived
at what she thought was the conference venue to find
confused like-minded nurses from four countries trying
to find the conference location without success. Their
funded conference attendance was in the pockets of
fraudsters. On both occasions, my colleagues were
embarrassed but angry about their naivety. The loss
of time, scholarly effort, valuable conference leave
at work, and a loss of money compounded their
emotional investment! Over the years, four of my
graduate students and a colleague have written excitedly
to me about invitations to conferences, but luckily,
I was able to warn them in advance about not paying
money or sending abstracts. They were horrified to think

they were nearly duped by cybercriminals.
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Suggestions to identify predatory
conferences

If youreceive an email invitation to a conference,
here are some suggestions and explanations to identify
if that conference is predatory. These suggestions are
compiled from my own experiences and those of various

2,3,4
authors.

First, it is essential that you read the email
carefully and then look at the website of the conference
to try to determine if it is a genuine conference:

If it is a predatory conference, the text of the
email about the predatory conference often contains
spelling and grammatical mistakes. You may also find
errors on the conference website.

There may be extravagant claims about the
conference being a prestigious event. The location is
often a selling point and might seem more of a vacation
experience. To you, this might seem a desirable place
to go, for example, Rome or Athens.

The originating email address is often a free
email one, such as Gmail or Hotmail and does not appear
to belong to a known and reputable organization.
Usually, you receive multiple follow-up emails if you
have not responded to the first email. If you start
correspondence with the organizers, there might be
increasing pressure to join the conference and pay
the required subscription by a specific date. Requests
for further specific information may be met with
implausible or terse responses or unanswered.

The name of the conference is often similar to
another reputable conference, making it difficult to
determine if it is fake.

Most often, it is not clear who is holding the
conference. If the organization’s name is given, it is
not well-known or bears a similarity to a reputable
organization. At this stage, it is important for you
also to do a web search about the organization or the
conference. Additionally, many predatory conferences
are advertised as multidisciplinary, hoping to attract

attendees from many disciplines. The topics are
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often wide-ranging and varied without focusing on
a particular theme. Predatory conferences are also
often advertised as global or international in scope,
again to attract attendees.

The conference’s homepage often stands out
for its lack of information that genuine conferences
have, for example, specific details about the writing
of abstracts or previous conferences that have been
held. The names and photographs of scholars may be
displayed as part of the conference’s scientific team,
an attempt to increase credibility. However, these
scholars may not be aware that their details have been
lifted from their academic institution’s home page.

There are often promises that the decision
about your abstract will be fast-tracked and accepted
presentations will be published in a journal or special
issue (which might be non-existent or a predatory
publication!). Part of these bogus promises may
include that papers presented at the conference will
be published in Scopus or Web of Science-indexed
journals.” This might seem a good selling point for
novice researchers to have a conference presentation
and a journal article from one event! But unfortunately,
the same cybercriminals are often involved in predatory
publishing and predatory conferences.

Look for information about all the costs involved.
Predatory conferences charge a lot of money for
attendance and processing your abstract. However,
sometimes the various costs of attendance at the
conference may be hard to find. And the first you
know about the expensive cost of being involved is
when you receive an emailed invoice on acceptance
of your abstract. Too often, authors feel obligated
to pay the money. And if only a small number of
people pay up, this is a lucrative business for the
fraudsters.

Another suggestion is to seek the advice of
librarians. They often have better resources to identify
if a conference is predatory. Also, get the advice of
respected colleagues about whether a conference might
be predatory, and this is especially vital for early career
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researchers or graduate students. Still, even experienced
scholars or researchers get caught out in these scams.

Listen to your intuition if any of the above
points worry you after your sleuthing. Do not correspond
with or sign up for these conferences; block their
emails. There will be other opportunities to present
your work.

Strategies for the future

A message to everyone reading this paper is to
be very cautious about what you sign up for. Tell others
about the predatory conferences, for many nurses and
midwives do not know of their existence. Educators
and clinicians are responsible for spending time with
students informing them of the need to be vigilant and
careful when receiving emails about what seems
to be excellent opportunities to conference and network.
Universities and other educational institutions are
responsible for providing clear policies about the
identification and use of conference funds and supporting
staff in their scholarly endeavours.

A search of databases reveals an increasing
number of articles written on predatory conferences
from different disciplines worldwide, many containing
helpful information. However, a recent systematic
scoping review’ on predatory conferences found that
little research is being undertaken on this problem. It
seems that this is an essential matter for nurse and
midwifery scholars to consider for a future project.

The potential for reputational damage, loss of
money, time and effort because of these fraudsters is
a matter of concern to us all and the legal side of the
problem. In all of the articles on predatory conferencing
I have read thus far, very few have mentioned the
reporting of predatory conferences to legal authorities.
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Predatory conferences, like predatory journals and
other forms of predatory publishing, are cybercrimes
that need to be dealt with by the law. If these fraudsters
catch you out, I urge you to report the crime to your
institution, which has a responsibility to support you.
All institutions of higher learning and governments
have a duty to assist law enforcement agencies in
actions to stop this criminal activity.®
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