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APPROACHES FOR ENHANCING CYBER SECURITY AMONG LEARNERS
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Abstract

Cyber security is one of the critical issues among learners nowadays because technology
has becomes the main tool of their learning. At present, there are several types of cyber
harassment such as cyberbullying or digital impersonation which those become cause of
learning loss or suicide issues among learners. Besides applying protection tools, increasing
knowledge and abilities among learners regarding cyber security are also effective approach
for improving cyber security. According to the reviews, building a secure digital learning
environment is the first possible approach to increase cyber security. The next is to increase
knowledge and skills in 3 different areas which are 1) media and information literacy which
encourages learners to be able to analyze the validity and reliability of cyber information,
2) digital intelligence which allows learners to recognize and use technology for supporting
their learning successfully, and 3) emotion intelligence that enhances learners to be able to

manage and share their appropriate attitude and performance within the cyber environment.
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aunsntomuenduniuduniosssuunieanmandeuddviald iumsaiassdionnie
psAm s lmifiazihluiaundesenuaziiunaidsuszdnylaludinadwiunsldini osilonda
Lﬁuizé’ummmmiaﬁmidaLa%uLLazﬁwuﬂﬁLﬁﬁuLLfiﬁL%usm‘lmiu‘flu??wé’fg LAYIEAUAIILRANA
yaRIviageaniine n13UszneuNsAdA (Digital entrepreneurship) fivsnefannuannsnvesyana

Tunisldiaiesdiondvaioundamniluszavaina sauludsnisasrsleonanazanunimelud o

e

TAnTuludsruiiunisldindesiiondsa Tnoilunnuanunsafirasdasuetreidadiiindunn
Avseulutaguuazeunn

Tnanm3 Ateun (Watsatree Diteeyont, 2023) laasuiniuaiuisa 8 é’wuﬁﬁaaumaﬁua’%m
IﬁjLﬁﬁﬁjULﬁlaﬂWEﬂuﬁ”J@L%EJULWI@ENLﬁ%uiﬁﬁﬂﬂ?’111Qa’1GW]Wﬂaaﬁaiﬁaﬂl’]\iﬂ’ixﬁUﬂ’J’lmﬁﬁL%f\]
Fapnuanunsamantuuszneuludg

1. AN URIAURSTE (Digital citizen’s identity) finuneds msﬁ;ﬁﬁauﬁgummm

IS v

fudusnuuaruimataiesdogamnzanluanminadeulsives danslduvesauansad
fio msfiffasudniufosduaduanuinuansadumsioasmaluwes Wy msldiesesdioss
sl uaraniunisallunsioansuangay uenaindu Sesdnasuliidouldvmunuams
Mameunsuazinudoyadusluanmadeumslowesivasnds wu msliweunsdeyadius
Tuiutarsnsny nsadaasinusiaiuivangan Dud

2. msdamsnisnauwndslulsues (Cyberbullying management) uauanunsaveafiseu
Tunsseynmudnuazvesanunsaifiarevideanunisaliidaudsfuneluanimuindeunslewes
wazanunsndnnsuazauauanumsniiuldfuegned Tnefaounsduaslifiouddnussiamues
Foanaufiintu sauluBssedumiuguusuasuuamsnsdanstymivmngan iwu nssesy
Jymliagnionseunimmsu usensvennutlsimdeanmienuiundestonnaunslaiues
Hudu uenaintu sauludsmsfamanazamuauersuaivesauedlunisuaneennsluvesfisniy
AosHndunssviviunuesdud ey

3. mydan1sfeyadiuii (Privacy management) upnuanunsavesiiseulunisdnnisuay
weunsteyadiumatluanmuindeunsleesliegisasnsie lngazdesegneliveuivnveanis
Untlostoyaluanududinmald dsanuannsalunisianisteyadiuil dasuasativayuly
iSeuldnsuussiamuasdnvazvesteyaiinzauuashivnzauronismeunsmaloiues 53l
famsfnwnsdifnuuarduaiuuszaunisalmsundymuaznisdesiunislasnssudeyanislaues

4. anpinilofsva (Digital Fingerprint) tumuanunsavesdiseulunisidilavaseausuna
voansnszvhiliinduluanimundoumiluueifiosrrdsmaienisfisseg ludinaevomuadld
sioly msduaiuanuannsaduiannioldlee faoumsduaiulifidouldmsunanssnuuns
msnsevhAanssusng 9 Tuanimwandesmalsiuesfiensazdmasiodsnuuazieslusuiantunsdl
AnwfiAntuass 1wy nanNsTAsmBRNEAIWEILEY N1skanIsananLAnlute I ssnLYDg
yanars 7 Wufu wonaintu FaoudimsdaaulifiFouldvsuiumadniunisdamsuas
Usvaunsallunsulatiygmivariuegiediussavsnm
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5. 1133AN154381m1138 (Screen time management) visgfiAdam1IalunISIRTE T
uazaRdeUnueslunmsuImsiansizesatlumsyhianssumsleesesnamnzay lidazdy
msdwnuooulatl msfndedoasiiutomsnsdeansdinn viensidrdaundsdoyansloiues
19 9 lngapundsduasuliiSouldiSsuinansenusiuiiinieuazinlaannisldinalulag
urauAuly 1wy nstaeidulsneenfiadulasy lsanisaient 3eusludgqunmdndvanusu
Tunsiangmansunauiuly Wusy

6. M3IAN1IANUaRARn1sleLluas (Cybersecurity management) BuNEHe AIIUAILNSE
vosfiioulunisuimsdansdefidndulueiotewasdidsuannsadniostoyaresnuiosld
Tnerfasunsativayulid Souldfimnuiiugudonniefefivunlfifiotestunmslasnnssudeya
STUUNMTIANTURINemsday wu IusunsudesiulSanauiimnes WAIMIRasTaruTes
oy videnaAsustariu egsatiuave uenanty fasuasliaufiFesUssinnves fuanany

'
=

Manduluaninwindauloiuss wazkummenIstastusswa1tulamenuLad WY NISINLNELNS

Q

foyadusn mafudeyanisaneuiiiatenfinynanguine Wemsmeanumhsnuiiiedos Wudu

7. M3AnTATI99 (Critical thinking) Wumanuaiunsavesdiseulunisutwendeyagnin
Toyamsuinvioau Teyafiiinnuindede uisnsszyfayanailinsuiisnnily Tnegdaeunis
atuayulifiSeuldlnnnsAniinngideyariieissuifisuanuunnsisuas Aumfisnvesdeyalu
lowesindriuhfimugniesuasindefionntoadiods wu n1siinnisisiinin msfindundoya
meilnSsuliisusazaandenlesvestoya 1us

8. anudlamsiidvia (Digital empathy) Wupwanansavesgiserlunisidilannudesnis
p1sualuazAmIAnveaianuioay maumsfl,uam‘wLLmaawwlmuai lnekaounIvatuayuly
QLiEJubLﬂLLaﬂLUaEJ‘L!L?EJ‘L!ELW@IMM?’WUH&J@J@QVIM@WFM&WEJ Nﬂﬂﬁimmumwmma‘l‘wmmmsgmmu
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3. MsdENAIURANNI9D15UA! (Emotional Intelligence)

AuaamensHniiauneds mafiyaeatuannsadila amuauwegldaudauas

Anusanvesauedldegiaumnzay dsazilugnsuanseenmanginssuinuazielianussloviun
puiasldsiely uenaniu aruaaiamsorsuaifiiarumneiannuaansaluntsiuiamuianues
puosLazay Tuluiinanssihvieuanseanlunmsdnwauduiusseviheyanatiiliduiudeld
gsialuagnasudu (Mayer, 2017)

dmsumsBounsasu mnuaaianisesuaiav el S suanansodeanstumsleiuesld
ot Uaenfouarlidmanssnusuausenuosuazgdu sutiudladeilidisoutszauanuduie
yamaiFeuldinnniu (Mohzan, Hassan, & AbdHalil, 2013) wsggi3suiiiinnuanianisesuniiu
szannsadansaunadulunisiieuldd (Enns, Eldridee, Monteomery, & Gonzalez, 2018) il
Tnausu (Goleman, 1995) Idpsueifisniinin anuaaanisosuaiiwisitestuauannsnly
wsfidovesyana ety nsimuvEoduaiunuamansosunitieidudesduaiuauauisa
neansAndudany Tne Inauuu (Goleman, 2001 as cited in Kanesan, & Fauzan, 2019) laagy
LIMINsAsaTIANNRAIANsensual Taseneulusag 2 daudidny Ae daulunsiannuies
(Personal Competence) kazaaulun1sWamuiniesdsan (Social Competence) Tagisaza1uazua
penidu 2 dugenfivsznay Tufenssuiuarnisaunu aunsaesuiglasd

d9udl 1. n1sWaIuIAULES (Personal Competence) MsHmuALLBIL B AT HAIILRATN
ynsensuaitu wuiseenidu 2 daudes fe
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1.1 9un155U3 (Recognition) Musenaulunie nisduasuaunseningaunuieg (Self -

Y
a

Awareness) ivsnefis amanansolunsiviniuaues lidiasdumiuidninda suludsgaidu
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2.1 M33u§ (Recognition) mssudluduiiantiudos mumssmiingmedsay (Social Awareness)
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aztheliBoulsmauyamesiuandng Suhlugnmsaniiesssiiliemuuimanisuansoenliegng
wanzausioly Inefaounmsatuayuliiissuuansunumany (Play role) luaamunisaliidmue
iietagldsudanuidnluudduvdeunumilasu viensuandsusudseninadiSeu vieuvas
mM3FeuiivannmaneieliiAnnsiuinnuAndiuivanaansluyssiiu

2.2 m3nuAx (Regulation) msmuauludiuvesinndinuazusenauluaiie NMsusmMsInnTs
AUEUINUS (Relationship Management) ﬁwmaﬁﬂmmmmaa%wﬁjﬁauﬁlumﬁami N139ANNT
mnutauds mevhauswfuaznsudledgn Tnegiioufianunsouimsinnisanuduiusifay
ansndnwanuduiusviensdeasiulidsegviodiiudeluldogieuiu uludenisi
AanssumaiSeu MsuansemAaiuiemsyihAanssunguiivssaumudnsa Snviadafuiiugu
ddnresnsaivannndoumaiiousituaziiusagdlalunsBeniifuinntuld Ky faeuns
Walemaliifiseuldfnnunisinnistgmainnsdfnuisiig o wieliiiSeuldiiuszaunisaletis
Lﬁm‘waLLazmmm%’mﬂﬁU%miﬂﬁwwLwéﬂﬁ?ulﬁasmﬁﬂizaw%mwLﬁaamumiaiﬁaLsﬁhmﬁq

unagy
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